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LAB DC SPINE-LEAF + K8S BGP

Lwu y tai liéu nay chura phu hop cho cac CCNA-er, CCNP-er truyén thong;
Ae 6n phdng véan vao Datancenter thi tham khéo thém ))
Méi trirong xai cho lab nay: Ubuntu 22.04, RAM téi thiéu 8GB, 4 CPU

L4y con ubuntu nhw nay trong eve, rdi cai nhw duéi ra dc so dd mang :
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dai 192.168.199.0, gw .2
vmnet8 , to net
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Link ubuntu minh dung https://hainguyenit.edubit.vn/blog/ubuntu-server-v22-de-test-network-
trong-eve-ng
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Muc tiéu: Tir Border Router ping thdng vao Pod IP (10.244.x.x) xuyén qua Spine-Leaf BGP
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PHAN 1: CAl DAT CONTAINERLAB (L&i thi search Al thém)

# Cai Docker
curl -fsSL https://get.docker.com | sh
systemctl enable --now docker

# Cai Containerlab
bash -c "$(curl -sL https://get.containerlab.dev)"

# Kiém tra
clab version
docker --version



Hainguyenit.edubit.vn

PHAN 2: CAI K8S (KinD) + CALICO BGP

2.1 Cai KinD

curl -Lo /usr/local/bin/kind https://kind.sigs.k8s.io/d1/v@.20.0/kind-1linux-amd64
chmod +x /usr/local/bin/kind

# Cai kubectl

curl -LO "https://dl.k8s.io/release/$(curl -L -s
https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl"
install -o root -g root -m 0755 kubectl /usr/local/bin/kubectl

2.2 Tao cluster config

cat > kind-config.yaml << 'EOF'
kind: Cluster
apiVersion: kind.x-k8s.io/vlalpha4
name: dclab
networking:
disableDefaultCNI: true
podSubnet: "10.244.0.0/16"
nodes:
- role: control-plane
- role: worker
- role: worker
EOF

2.3 Tao cluster

kind create cluster --config kind-config.yaml
kubectl get nodes
# Status = NotReady (chua cai CNI, binh thudng)

2.4 Cai Calico (dé chay BGP)

# Tigera Operator
kubectl create -f
https://raw.githubusercontent.com/projectcalico/calico/v3.27.0/manifests/tigera-operator.yaml

# Calico config
cat > calico-install.yaml << 'EOF'
apiVersion: operator.tigera.io/v1l
kind: Installation
metadata:

name: default
spec:

calicoNetwork:

bgp: Enabled

ipPools:

- cidr: 10.244.0.0/16
encapsulation: None
natOutgoing: Enabled
nodeSelector: all()

EOF

kubectl apply -f calico-install.yaml
# bogi ~2 phut

watch kubectl get pods -n calico-system
# Tat cd STATUS = Running thi OK
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2.5 Cai calicoctl

curl -L https://github.com/projectcalico/calico/releases/download/v3.27.0/calicoctl-linux-
amdé4 -o /usr/local/bin/calicoctl
chmod +x /usr/local/bin/calicoctl

2.6 Kiém tra

kubectl get nodes # Tat ca Ready
kubectl get pods -A # Tat cd Running
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PHAN 3: TAO SO PO MANG CONTAINERLAB

3.1 File daemons FRR

cat > daemons << 'EOF'
zebra=yes
bgpd=yes
ospfd=no
ospféd=no
ripd=no
ripngd=no
isisd=no
pimd=no
ldpd=no
nhrpd=no
eigrpd=no
babeld=no
sharpd=no
staticd=no
pbrd=no
bfdd=no
fabricd=no
vrrpd=no
EOF

3.2 File topology

cat > frr-evpn-k8s.yml << 'EOF'
name: evpn-k8s

topology:
kinds:
linux:
image: quay.io/frrouting/frr:9.1.0

nodes:
borderl:
kind: linux
binds:
- daemons:/etc/frr/daemons
spinel:
kind: linux
binds:
- daemons:/etc/frr/daemons
spine2:
kind: linux
binds:
- daemons:/etc/frr/daemons
leafl:
kind: linux
binds:
- daemons:/etc/frr/daemons
leaf2:
kind: linux
binds:
- daemons:/etc/frr/daemons
dclab-worker:
kind: ext-container
dclab-worker2:
kind: ext-container

links:
# Border <-> Spines
- endpoints: ["borderl:ethl", "spinel:eth3"]
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- endpoints: ["borderl:eth2", "spine2:eth3"]
# Spinel <-> Leafs
- endpoints: ["spinel:eth1l", "leafl:ethl"]
- endpoints: ["spinel:eth2", "leaf2:ethl"]
# Spine2 <-> Leafs
- endpoints: ["spine2:eth1l", "leafl:eth2"]
- endpoints: ["spine2:eth2", "leaf2:eth2"]
# Leaf <-> K8s Workers
- endpoints: ["leafl:eth3", "dclab-worker:ethl"]
- endpoints: ["leaf2:eth3", "dclab-worker2:ethl"]
EOF

3.3 Deploy + Graph
clab deploy -t frr-evpn-k8s.yml
nohup clab graph -t frr-evpn-k8s.yml &
# Truy cap http://<IP_UBUNTU>:50080



Hainguyenit.edubit.vn

border1

&

spine2

ett eth?
(W) leaf2
(48
eth3

@ B

dclab-worker
dclab-worker2

PHAN 4: GAN IP
# Border
docker exec clab-evpn-k8s-borderl ip addr add 10.0.1.0/31 dev ethl
docker exec clab-evpn-k8s-borderl ip addr add 10.0.2.0/31 dev eth2
docker exec clab-evpn-k8s-borderl ip link set ethl up
docker exec clab-evpn-k8s-borderl ip link set eth2 up

# Spinel
docker exec clab-evpn-k8s-spinel ip addr add 10.0.1.1/31 dev eth3
docker exec clab-evpn-k8s-spinel ip link set eth3 up

# Spine2
docker exec clab-evpn-k8s-spine2 ip addr add 10.0.2.1/31 dev eth3
docker exec clab-evpn-k8s-spine2 ip link set eth3 up

# Leafl
docker exec clab-evpn-k8s-leafl ip addr add 10.1.1.1/30 dev eth3
docker exec clab-evpn-k8s-leafl ip link set eth3 up

# Leaf2
docker exec clab-evpn-k8s-leaf2 ip addr add 10.1.2.1/30 dev eth3
docker exec clab-evpn-k8s-leaf2 ip link set eth3 up

# Workerl
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docker exec dclab-worker ip addr add 10.1.1.2/30 dev ethl
docker exec dclab-worker ip link set ethl up
docker exec dclab-worker sysctl -w net.ipv4.ip_forward=1

# Worker2

docker exec dclab-worker2 ip addr add 10.1.2.2/30 dev ethl
docker exec dclab-worker2 ip link set ethl up

docker exec dclab-worker2 sysctl -w net.ipv4.ip_forward=1
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PHAN 5: CAU HINH BGP

Router Border (AS 65500)

docker exec clab-evpn-k8s-borderl vtysh << "VTYSH'
conf t
interface lo
ip address 10.0.0.100/32
exit
route-map RM_ALLOW permit 10
exit
router bgp 65500
bgp router-id 10.0.0.100
neighbor 10.0.1.1 remote-as 65000
neighbor 10.0.2.1 remote-as 65000
address-family ipv4 unicast
redistribute connected
neighbor 10.0.1.1 route-map RM_ALLOW in
neighbor 10.0.1.1 route-map RM_ALLOW out
neighbor 10.0.2.1 route-map RM_ALLOW in
neighbor 10.0.2.1 route-map RM_ALLOW out
exit-address-family
exit
end
write memory
VTYSH

Router Spinel (AS 65000)

docker exec clab-evpn-k8s-spinel vtysh << 'VTYSH'
conf t
interface lo
ip address 10.0.0.1/32
exit
interface ethl
ipvé nd ra-interval 5
no ipvé nd suppress-ra
exit
interface eth2
ipv6 nd ra-interval 5
no ipvé nd suppress-ra
exit
route-map RM_ALLOW permit 10
exit
router bgp 65000
bgp router-id 10.0.0.1
neighbor 10.0.1.0 remote-as 65500
neighbor ethl interface remote-as 65011
neighbor eth2 interface remote-as 65012
address-family ipv4 unicast
redistribute connected
neighbor 10.0.1.0 route-map RM_ALLOW in
neighbor 10.0.1.0 route-map RM_ALLOW out
neighbor ethl route-map RM_ALLOW in
neighbor ethl route-map RM_ALLOW out
neighbor eth2 route-map RM_ALLOW in
neighbor eth2 route-map RM_ALLOW out
exit-address-family
exit
end
write memory
VTYSH
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Router Spine2 (AS 65000)

docker exec clab-evpn-k8s-spine2 vtysh << 'VTYSH'
conf t
interface lo
ip address 10.0.0.2/32
exit
interface ethl
ipvé nd ra-interval 5
no ipvé nd suppress-ra
exit
interface eth2
ipvé nd ra-interval 5
no ipvé nd suppress-ra
exit
route-map RM_ALLOW permit 10
exit
router bgp 65000
bgp router-id 10.0.0.2
neighbor 10.0.2.0 remote-as 65500

##luu y & day, la 2 spine ko can peer tryc tiép vdi nhau nhu cisco truyén théng##
neighbor ethl interface remote-as 65011
neighbor eth2 interface remote-as 65012
address-family ipv4 unicast

redistribute connected

neighbor 10.0.2.0 route-map RM_ALLOW in
neighbor 10.0.2.0 route-map RM_ALLOW out
neighbor ethl route-map RM_ALLOW in
neighbor ethl route-map RM_ALLOW out
neighbor eth2 route-map RM_ALLOW in
neighbor eth2 route-map RM_ALLOW out

exit-address-family

exit

end

write memory

VTYSH

Router Leafl (AS 65011)

docker exec clab-evpn-k8s-leafl vtysh << 'VTYSH'
conf t

interface lo

ip address 10.0.0.11/32
exit

interface ethl

ipv6 nd ra-interval 5

no ipvé nd suppress-ra
exit

interface eth2

ipvé nd ra-interval 5

no ipvé nd suppress-ra
exit
route-map RM_ALLOW permit 10
exit
router bgp 65011

bgp router-id 10.0.0.11

neighbor ethl interface remote-as 65000
neighbor eth2 interface remote-as 65000
neighbor 10.1.1.2 remote-as 65100

##luu y & day, la 2 leaf ko can peer truc tiép véi nhau nhu cisco truyén thong#
address-family ipv4 unicast
redistribute connected
neighbor ethl route-map RM_ALLOW in
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neighbor ethl route-map RM_ALLOW out
neighbor eth2 route-map RM_ALLOW in
neighbor eth2 route-map RM_ALLOW out
neighbor 10.1.1.2 route-map RM_ALLOW in
neighbor 10.1.1.2 route-map RM_ALLOW out
exit-address-family

exit

end

write memory

VTYSH

Router Leaf2 (AS 65012)

docker exec clab-evpn-k8s-leaf2 vtysh << 'VTYSH'
conf t
interface lo
ip address 10.0.0.12/32
exit
interface ethl
ipv6 nd ra-interval 5
no ipvé nd suppress-ra
exit
interface eth2
ipv6 nd ra-interval 5
no ipvé nd suppress-ra
exit
route-map RM_ALLOW permit 1@ ##Ludn can route-map allow thi né méi cho quang ba route, Cisco
ko can
exit
router bgp 65012
bgp router-id 10.0.0.12
neighbor ethl interface remote-as 65000
neighbor eth2 interface remote-as 65000
neighbor 10.1.2.2 remote-as 65100 ##day la peer véi con node k8s, ciing chay BGP ludn
address-family ipv4 unicast
redistribute connected
neighbor ethl route-map RM_ALLOW in
neighbor ethl route-map RM_ALLOW out
neighbor eth2 route-map RM_ALLOW in
neighbor eth2 route-map RM_ALLOW out
neighbor 10.1.2.2 route-map RM_ALLOW in
neighbor 10.1.2.2 route-map RM_ALLOW out
exit-address-family
exit
end
write memory
VTYSH
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PHAN 6: CAU HINH BGP TREN NODE K8S

X 8

dclab-worker2

# SSH vao Ubuntu chi (hodac m& console EVE-NG)
# ROi gd ngay tai shell root@ubuntu22-server:~#

cat > bgp-config.yaml << 'EOF'
apiVersion: projectcalico.org/v3
kind: BGPConfiguration
metadata:
name: default
spec:
nodeToNodeMeshEnabled: true
asNumber: 65100
apiVersion: projectcalico.org/v3
kind: BGPPeer
metadata:
name: leafl-peer
spec:
node: dclab-worker
peerIP: 10.1.1.1
asNumber: 65011
apiVersion: projectcalico.org/v3
kind: BGPPeer
metadata:
name: leaf2-peer
spec:
node: dclab-worker2
peerIP: 10.1.2.1
asNumber: 65012
EOF

calicoctl apply -f bgp-config.yaml

Fix RPF + iptables trén Workers

# Tat RPF

docker exec dclab-worker sysctl -w net.ipv4.conf.ethl.rp_filter=0
docker exec dclab-worker sysctl -w net.ipv4.conf.all.rp_filter=0
docker exec dclab-worker2 sysctl -w net.ipv4.conf.ethl.rp_filter=0
docker exec dclab-worker2 sysctl -w net.ipv4.conf.all.rp_filter=0

# Allow forwarding qua ethl

docker exec dclab-worker iptables -I FORWARD -i ethl -j ACCEPT
docker exec dclab-worker iptables -I FORWARD -o ethl -j ACCEPT
docker exec dclab-worker2 iptables -I FORWARD -i ethl -j ACCEPT
docker exec dclab-worker2 iptables -I FORWARD -o ethl -j ACCEPT

Luu y phan K8s nay kha lodng ngodng cho ae ta, (chi quen lam mang); néu 16i thi héi thém AI
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PHAN 7: VERIFY

7.1 Tao Pod test

kubectl create deployment web-server --image=nginx
kubectl run net-tester --image=nicolaka/netshoot --command -- sleep 3600
kubectl get pods -o wide

7.2 Kiém tra BGP

# BGP trén tat cad router
for r in borderl spinel spine2 leafl leaf2; do

echo "=== $r ==="
docker exec clab-evpn-k8s-$r vtysh -c "show bgp ipv4 unicast summary"
done

# Calico BGP
calicoctl node status

7.3 Border phai thay Pod subnet

docker exec clab-evpn-k8s-borderl vtysh -c "show ip route" | grep 10.244
# B>* 10.244.165.128/26 ...
# B>* 10.244.181.128/26 ...

L via 10:0.2Z2.1; eth
B>* 10.244.165.128/26 [20/0] via 10.0.1.
* via 10.0.2.
B>* 10.244.181.128/26 [20/0] via 10.0.1.
* via 10.0.2.1

2, weight 1, 00:
1, ethl, weight
1, eth2, weight
1, ethl, weight

, eth2, weight

—

: 39

00:00:58
00:00:58
00:00:58
00:00:58

R C

C>* 172.20.20.0/24 4is directly connected, ethO, 00:14:46

borderl#

borderl# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.0.0.100, Tocal AS number 65500 vrf-id O
BGP table version 12

RIB entries 23, using 2208 bytes of memory

Peers 2, using 26 KiB of memory

Total number of neighbors 2
borderl#

7.4 Ping tir Border - Pod

root@ubuntu22-server:~# docker exec -it clab-evpn-k8s-border1 vtysh

borderl# ping 10.244.181.135

Neighbor Vv AS MsgRcvd MsgSent Thlver InQ OutQ Up/Down State/PfxRcd
10.0.1..1 4 65000 41 32 12 0 0 00:03:44 9
10.0.2.1 4 65000 41 39 12 0 0 00:03:44 9

PING 10.244.181.135 (10.244.181.135): 56 data bytes

64 bytes from 10.244.181.135: seq=0 ttl1=61 time=0.794 ms
64 bytes from 10.244.181.135: seq=1 ttl1=61 time=0.170 ms
64 bytes from 10.244.181.135: seq=2 ttl1=61 time=0.431 ms
g4 bytes from 10.244.181.135: seq=3 ttl1=61 time=0.123 ms



